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Novel transmission schemes, enabled by recent advances in the fields of metamaterial (MTM), leaky-wave
antenna (LWA) and directional modulation, are proposed for enhancing the physical layer (PHY) security.
MTM-LWAs, which offer compact, integrated, and cost-effective alternatives to the classic phased-array
architectures, are particularly of interest for emerging wireless communication systems including Internet-
of-Things (IoT). The proposed secure schemes are devised to accomplish the functionalities of directional
modulation (DM) transmitters for orthogonal frequency-division multiplexing (OFDM) and non-contiguous
(NC) OFDM transmissions, while enjoying the implementation benefits of MTM-LWAs. Specifically, transmitter
architectures based on the idea of time-modulated MTM-LWA have been put forth as a promising solution
for PHY security for the first time. The PHY security for the proposed schemes are investigated from the
point of view of both passive and active attacks where an adversary aims to decode secret information and
feed spurious data to the legitimate receiver, respectively. Numerical simulations reveal that even when the
adversary employs sophisticated state-of-the-art deep learning based attacks, the proposed transmission
schemes are resistant to these attacks and reliably guarantee system security.
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1 INTRODUCTION

In the emerging applications of the Internet-of-Things (IoT), IoT devices such as intelligent sensors
and controllers, often operating on small-capacity batteries and running applications on ultra-low-
power processors, will need to be able to communicate with each other, while being connected
to the cloud [19]. In this scenario, IoT gateways serve as an essential component in bridging IoT
devices and the internet, thereby enabling device-to-device or device-to-cloud communication. As
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the IoT gateways will need to deal with critical tasks at the edge nodes, it is essential to ensure
secure communication links between the gateway and the devices against any spoofing attacks
by adversarial entities. Since end-to-end encrypted sessions between the edge devices and the
gateway cannot be relied upon for secure communications due to the high computational and
battery burden of such cryptographic strategies, there is an urgent need to develop physical-layer
focused secure communication schemes [26, 34].

Directional Modulation (DM), as a promising physical-layer secure wireless communication
technique, has been rapidly developed in recent years [3, 10]. It has the key property of transmitting
digitally modulated signals whose waveforms are well preserved only along a pre-selected direction
along which legitimate users are located in free space. DM based on phased array has been widely
adopted for wireless PHY security [12, 24, 30]. This technique preserves the standard symbol
constellation for the legitimate users (LUs) along predefined directions in the free space, while
it intentionally scrambles the signals in all other directions. The utilization of DM for securing
the IoT devices necessities the generation of high-gain beams through compact, integrated, and
cost-effective antenna designs. Most common solutions to design of arrays of planar radiating
elements with low or moderate directivity typically involve patch antennas, singularly activated
or arranged in series to enhance the directivity of the single element. Phased arrays, however,
require the use of feeding networks to control the excitation coefficients at the input ports. Digital
beam-scanning technique are nowadays well established, but they involve bulky structures to
accommodate multiple transceivers. More importantly, the corresponding feeding networks can be
very complex, power consuming and expensive due to the heavy use of data converters [1].

An alternative, well-established solution to achieve directional beam scanning with frequency
is based on metamaterial leaky-wave antennas (MTM-LWAs) [8]. These 1-D antennas enable
the radiation of a high-gain fan beam leveraging on the excitation of an aperture field having
exponential decay along one longitudinal direction. Furthermore, linear arrays of leaky-wave
antennas (LWA) also have been put forth as an alternative to conventional two-dimensional (2-D)
phased arrays, due to the possibility of obtaining narrow scannable beams with only a 1-D set
of phase shifters, thereby reducing drastically the complexity and cost of the feeding network
[4]. In such structures, the radiated beam can be scanned both in elevation, by acting on the
operating frequency as is typical in leaky-wave radiators, and also in azimuth, by acting on the
phase shift between adjacent elements. The main beam direction is determined both by the value
of the phase constant of the leaky mode excited along the array and by the imposed phase shift.
This LWA solution is considerably low cost with respect to conventional 2-D phased arrays and
can substantially reduce the design complexity and fabrication, as well as the losses introduced by
the feeding networks of the active sources of the array.

In this paper, we propose novel secure architectures to accomplish the DM functionalities
through utilization of MTM-LWAs for both 1-D and 2-D spaces. As orthogonal frequency-division
multiplexing (OFDM), or its variations like non-contiguous (NC) OFDM, have been widely adopted
in the modern wireless communication systems, especially IoT standards [9, 31], our proposed
schemes exploit the property of time-modulated arrays (TMAs) to construct OFDM/NC-OFDM DM
transmitters. In TMA technique, time is used as a new degree of freedom for the array design where
connecting and disconnecting the antenna elements from the feeding network in time domain
would further manipulate the radiation pattern. To exploit the aforementioned benefits of the LWAs
over the conventional phased arrays, our proposed secure configurations are based on the idea
of time modulated MTM-LWAs which incorporate time-domain switches between the MTM unit
cells. Furthermore, to enable beam scanning of LWAs at a fixed frequency we make use of tunable
unit cells where a controllable inner state (On/Off) is associated with each cell. We investigate
the resilience of the proposed transmission architectures against both a passive and an active
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Fig. 1. Two types of physical layer attacks.

adversary that either wishes to decode secret information bits or spoof a legitimate transmitter by
feeding spurious data to the receiver. We assume deep learning tools are used by the adversary for
conducting PHY spoofing in order to evaluate the system security against state-of-the-art powerful
attacks. Numerical results demonstrate that our proposed schemes indeed provide physical layer
security by exploiting the unique advantages of the MTM-LWA and DM.

The rest of the paper is organized as follows. The system model is described in Section 2 along
with the adversary model describing the state-of-the-art deep learning tools for PHY spoofing
attack. The principles of the MTM-LWAs are presented in Section 3. We then propose our secure
configurations in Section 4. Numerical results are presented in Section 5, and finally, the paper is
concluded in Section 6.

2 SYSTEM MODEL

We consider a system composed of a transmitter (Tx), a receiver (Rx) and a potential active/passive
adversary as depicted in Fig. 1 where the Rx, unlike the adversary, is located at certain 8 and
angles w.r.t. the Tx. We mainly analyze two scenarios for the adversary where its goal is either to
decode the secret data that is being transmitted by Tx (passive eavesdropping) or devise a PHY
spoofing attack (active adversary), assuming the angles corresponding to the Rx’s location are
known by the Tx at the time of transmission. For passive attacks shown in Fig. 1a, the adversary is
merely listening to the ongoing transmission with the aim of inferring secret messages without
any form of communication with the legitimate parties. On the other hand, in the PHY spoofing
attacks, the adversary overhears the signals sent by the Tx to the Rx, and its goal is to send spurious
data to the Rx using signals that have similar PHY characteristics to the ones sent by the Tx as
shown in Fig. 1b. When the spoofing detection algorithms based on channel frequency response fail
[35, 36], the Rx cannot distinguish the source of the original and the spurious data anymore, and
by decoding the latter, the underlying system security might be compromised. In practical systems,
a passive eavesdropper can steal sensitive information while active attacks could compromise
patients’ medical devices [5] or autonomous vehicles [6], which may not only cause economic
losses to individuals but also threaten peoples’ lives.

The communication link between the Tx and Rx is assumed to operate over a total bandwidth B
composed of a set of K subcarriers. The transmitter can either transmit over the whole band in
the case of OFDM signals, or a subset of subcarriers (known as active subcarriers) in the case of
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NC-OFDM transmissions. OFDM/NC-OFDM signals corresponding to one symbol duration can be

written as
K

S(t) = > v(k)sepre™ i, (1)
k=1

where s; € C and p € R are the complex modulated symbol and a power factor applied upon
the kth subcarrier, respectively. The total duration of one NC-OFDM/OFDM symbol is given by
T, = T; + T, with T; and T, being the NC-OFDM/OFDM symbol duration and the duration of the
cyclic prefix, respectively. Furthermore, v is called subcarrier occupancy pattern, which is a binary
vector of size K whose kth element is zero when the kth subcarrier is inactive, and it is one when
the subcarrier is active. Particularly, for an OFDM transmission v amounts to an all-one vector of
size K. The center frequency of each subcarrier is denoted by fi = fy + kAf where f; is the carrier
frequency and Af = 1/T; represents the width of each subcarrier.

The actual signal radiated to the wireless medium depends on the specific antenna architecture
that is utilized by the Tx. Denoting the radiated OFDM/NC-OFDM signal by R(¢), the received signal
by a party is given by the convolution y(t) = R(t)*h(t)+n(t), where n(t) is additive white Gaussian
noise, and h(t) is the corresponding channel impulse response (CIR) between the two parties. The
discrete received samples are given by y(t;), where i = 0,...,n; — 1 and n; represents the number
of (complex) samples. We assume noise samples at different time instances ¢;’s are independent and
identically distributed (i.i.d.) with zero mean and variance N;/2. Denoting R = [R(%), . .., R(tp,-1)],
the signal power is computed by Eg = ||R||?/n where ||-|| is the l,-norm. Then, SNR and SNR per bit

d
equal Er/Np and E, /Ny = %, respectively, assuming Q éf Nﬁb where N, denotes the number of

active subcarriers, and b is the number of bits sent over each subcarrier.

Regarding the passive PHY spoofing attacks, we suppose the Tx is utilizing OFDM transmission
and the decoding at both Rx and adversary is done with perfect synchronization assumption
through the IFFT process similar to the prior existing works [10, 11]. However, as noted in [21, 32]
OFDM signals are inherently susceptible to PHY spoofing attacks as the corresponding transmission
parameters can be inferred with no ambiguity by cylcostationary analysis [23]. Therefore, in order
to investigate the performance of the PHY spoofing attacks, we assume the Tx employs NC-OFDM
signals which are known for their low probability of exploitation characteristics and enhanced
security in comparison to an OFDM-based transmission [25, 32]. Specifically, the Tx chooses the
parameters Af, v and K and transmits NC-OFDM signals. The positions of active subcarriers in
v are chosen in a random fashion for each NC-OFDM symbol. The adversary seeks to find these
transmission parameters in order to generate waveforms similar to (1), inject spurious data in place
of s, and transmit them to the receiver. We assume the Rx only decodes data that are being sent
over the active subcarriers with the correct Af and K chosen by Tx; otherwise, a decoding failure
will occur. Therefore, we utilize bit error rate (BER) at Rx as a measure to evaluate the performance
of the adversary in terms of spoofing. If this BER is close to that of the baseline transmission
(where the parameters are perfectly known at the Rx), it is an indication of maximum spoofing
performance of the adversary. At the other extreme, a BER close to 0.5 suggests that the adversary
cannot do much in terms of spoofing, i.e., Tx-Rx transmission is secured against PHY spoofing.
We note the subcarrier allocation pattern is assumed to be known at the Rx in a setting similar
to a code division multiple access (CDMA) system where different users share spreading codes (a
binary sequence) with a base station (BS) which are assumed to be known by the BS as part of the
multiuser detection process [13].

Regarding the model for the active attacks, we note that the adversary has access to radio
equipment for overhearing the transmissions between two legitimate parties. Furthermore, we
assume the adversary is aware of the antenna architecture used by the Tx and is able to generate
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NC-OFDM signals with the estimated parameters and transmit them to the Rx. We also consider a
setting where the adversary has resources for data processing via deep learning algorithms. The
adversary can sample the received signals, and build up a dataset out of these samples where each
data entry corresponds to an NC-OFDM signal. The data samples may or may not be associated with
the corresponding true transmission parameters, i.e., Af, K and v, referred to as labels. Depending
on the availability of the labels during the training stage, two types of deep learning algorithms are
useful: supervised and unsupervised. The former makes use of the labels for training the DNNs
while the latter exploits possible data structure and clustering methods without using labels. We
consider the state-of-the-art algorithms proposed in [21] for PHY spoofing where feed-forward fully
connected deep neural networks are utilized for the supervised scenario while the unsupervised
attack relies on variational auto-encoders (VAEs).

3 METAMATERIAL LWA

An MTM LWA can be realized by a cascade of composite right/left-handed (CRLH) unit cells, which
has recently been utilized in various scenarios, such as radar sensing [18, 28, 37], 2D beamforming
[17, 27], and active antennas [33] . A schematic of a LWA is depicted in Fig. 2.a with N = 6 unit
cells, where p is the length of each unit cell. The total radiated pattern in the 1D space is then
approximated by the array factor function [14] as

N
S(y) = Zfoe—a(n—l)pej(n—l)kop siny+jdn )

n=1

where the phase function equals
& = —(n — kop sin iy, (3)

a denotes the leakage factor, Iy represents the input signal of frequency f, and ko = 27” is the wave
number, where A denotes the wavelength. For MTM-based LWA, the beam scanning angle i is a
function of the input frequency and is expressed by

Yo = sin™ (M) @)
ko
where B(w) is the phase constant as a function of w = 2zf 1. For the CRLH LWAs, B(w) is
determined by the equivalent circuit model for each unit cell. In [8], the authors have proposed the
circuit shown in Fig. 2.b for all the unit cells, which makes it possible to obtain the directivity of a
LWA of arbitrary length (N) by analyzing only one unit cell. For this case, the phase constant can
be obtained via [14]

iB(w)p = Im \/(R+' Lr + ! )(G + jwCr + 1
=
Ipiwip JWoR JjwCy, JWER JjwLp

)} ®)

It should be noted that the beam scanning angle defined in (4) only corresponds to the conven-
tional beam scanning array with uniform cells where the phase constant remains the same across
the array. In nonuniform cases, each MTM cell may have different phase constants depending on
the internal mode as will be discussed in the next section.

In the remainder of the paper, we may suppress the dependence of 8 on w for notational simplicity.
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Fig. 2. a) Configuration of a periodic-structure CRLH LWA, with period p. b) Equivalent circuit model of the
unit-cell in the CRLH LWA.

3.1 LWA antenna beam scanning at a fixed frequency

As the frequency-dependent beam scanning feature of the LWAs may be a limiting factor in
certain applications, novel LWA designs have been proposed in the literature in order to enable
beam scanning at a fixed frequency. In particular, the authors in [20] have put forward a digitally
modulated array factor (DMAF) method for the MTM array in which each unit cell is associated
with an ON/OFF state. This is made feasible by considering a two symmetrical J-shaped pattern for
each unit cell whose equivalent circuit model contains an extra element compared to Fig. 2, called
capacitance Cy, that is produced between the patch near the inductance chip and the RF ground.
Furthermore, a pair of surface-mounted p-i-n diodes is applied for electrically opening (mode 0) or
shorting (mode 1) the slots in each J-shaped pattern, which result in tuning the capacitance C,. A
schematic of LWAs with tunable unit cells is depicted in Fig. 3. The equivalent phase constant § for
this configuration is computed as [20]

w2 — w? w2 —w?
p(w)p =Im{ | jwLg ———% jwCr ——— 1, (6)
w w2 — 1
LLCg

where p is the length of one unit cell, and wqj, and wg, are given by

1 1 1
Wse = , Wsh = 4| —= + . 7
Ve \ LGy LiCr ™

Note that tuning the capacitance C, through the p-i-n diodes associated with each unit cell could
result in two different phase constants with opposite signs in a fixed frequency. This is illustrated in
Fig. 4 where the dispersion curves of a unit cell are simulated with two aforementioned modes. In
fact, opening and shorting p-i-n diodes in the unit is equivalent to moving the dispersion curves up
and down. Specifically, in the overlap frequency band which is highlighted in the figure, a unit cell
can have both negative and positive f§ base on the underlying mode. When diodes are turned off
(mode 0), the phase constant is negative, and it is positive when they are on (mode 1), respectively.

As the unit cells can have two different phase constants in this configuration the phase delay
equation in (3) is altered as follows

== g(m), (®)
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Fig. 4. Dispersion curves of a tunable unit cell with two different modes. The circuit parameters are Cg =
0.82 pF, Lg = 3.45 nH, C = 0.78 pF, L = 4.38 nH.

where

def {ﬁop, if mth unit cell is in mode 0, )

$p(m) = . e
Pi1p, if mth unit cell is in mode 1.

Consequently, the final radiation pattern for this tunable MTM configuration can be obtained by
plugging (8) in (2)

N
S(y) = ZIoe—a(n—l)pej(n—l)kopsinl//—jE"mzl p(m) (10)

n=1
Fig. 5 provides three different examples of the radiation patterns produced based on (10) for
a frequency of 4.9 GHz. From the dispersion curves in Fig. 4, it can be deduced that f1p = 35.6°
and fyp = —38.21° for each unit cell. We consider the number of unit cells to be N = 10 and the
underlying working modes are denoted by a binary sequence of length 10 which is used to label
the corresponding curves in Fig. 5. It is shown that continuous beam scanning between —30° and

30° at a fixed frequency is feasible through LWAs with tunable unit cells.
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4 PROPOSED CONFIGURATIONS

In this section, we propose transmitter architectures enabled by MTM LWAs which enable secure
transmission to a legitimate receiver at a known location. To this end, tunable unit cells introduced
in Section 3.1 are utilized which enables the beam scanning capability of the LWAs at a fixed
frequency. We start with the 1D case and further extend the idea to 2D setting.

4.1 Time-Modulated CRLH LWA

The first secure architecture we propose is time-modulated LWAs. Before getting into the details
of our proposed architechture, we briefly describe the idea of time-modulation proposed in [11].
TMAs are phased arrays consisting of linear antenna elements whose radiated power patterns are
controlled by periodically enabling and disabling the excitation corresponding to each individual
array element. A standard TMA system consisting of an N-element linear antenna array is illustrated
in Fig. 6. For the case that the elements are uniformly half-wavelength (1/2) spaced, the radiated
signal from this phased TMA can be expressed as [11]

N
1 .
R(Q, t) — E S(t)Un(t)e](n—l)n(cos9—00590)’ (11)
n=1 VN

where 60, represents the desired secure angle and 6 € [0, z]. The authors in [11] designed the
time-domain switches U, (t) in order to achieve two equally-important goals: 1) Preservation of
the original transmitted signal waveform along the desired spatial direction, 2) Distortion of the
transmitted signal waveform along the undesired directions. To this end, as the nth switch, a
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rectangular pulse starting at time ¢; and ending at t{ is employed which is defined by

, 1if 0o<t<t,
1 ife <t <t .
Un(t) = i and U,(t) =41 ifti <t < T, (12)
0 otherwise, ]
0 otherwise,
for the cases t; > t; and t;; < t,, respectively, where T, denotes the repetition time period of
the switch waveform. The on-time period for the nth switch is always less than T, and equal to
Aty =t —t, when t; > t;, or At, = T, +t; — t; when t; < t,. Through Fourier series analysis, it is
shown in [11] that choosing unique starting times while having identical on-time periods, denoted
by At, for all the switches leads to the fulfillment of the two goals along 6, given the following is
satisfied:

£ i-1

et iz12.  N), (13)
T, N
At i~ 1

"X li=1,2... N} (14)
T, N

By comparing the radiated signal formula for LWAs in (2) or (10) with that of the above phased
array (11), we conjecture that the time-modulated idea can be realized through MTM LWAs as
well if one is able to control (On/Off) the input signal to each unit cell. Towards this goal, one may
naively place a switch between the unit cells in the leaky guiding structure which could either
incite or suppress the subsequent unit cell. However, under this architecture, if a switch located
before a unit cell is off, the input signal can not reach to the subsequent units. To circumvent
this impediment, we propose the architecture in Fig. 7 in which for each CRLH unit cell with
microstrip implementation there exists its equivalent circuit model realized with lumped elements.
Furthermore, Double-Pole-Double-Throw (DPDT) RF switches are employed between each pair
of the unit cells. In this way, depending on the logic voltage level applied to the switches, the
port 1 and port 2 pins connect to one of the two other port pins (port 3 or port 4) through a low
insertion loss path, while maintaining a high isolation path to the alternate port. If the switches
located before a unit cell are off, the input signal can still reach the switch located after this unit
cell, through the other pass created by the lumped realization of the CRLH unit cells. For this
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configuration, the radiated signal can be expressed by
N’ ,
R(y,t) = Z S(t) e~ -Dpry (t) o/ (W =Dkop siny—j XL, fip (15)
n
n’=1

where N’ denotes the number of microstrip unit cells. We note that for a typical LWA the values
of ap is pretty small’> and thus the exponential term (e~*("~V?) can be approximated by one.
Under this assumption, one can conclude that the choice of the switches in (13) would result in
time-modulated LWAs. For the remainder of the paper, we consider time-modulated LWAs that
only have one unit cell on at a time. Then, the DM functionality goals can be achieved if the switch
parameters are chosen as

£ i-1
- € i=12,...,N} 16
Pe (ol ) (16)
At, 1

= —, Vn, (17)
T, N

We note that with the above choices for the switches, the beginning of the OFDM signal, S(t), is
transmitted through the first unit cell. As a result, the existing timing synchronization methods,
e.g., Schmidl & Cox synchronization for OFDM [29], can be utilized by a receiving party to estimate
the start of an OFDM symbol.

4.2 Time-Modulated parallel feeding with plain CRLH LWA

For this architecture, a standard TMA system consisting of an N-element linear antenna array is
considered where two consecutive antenna elements are placed a certain distance d apart, and
have identical isotropic active element patterns. We propose to equip each branch with a CRLH
LWA, which would enable radiation in a 2D space. The input signal is split into N copies with
identical power, phase-delayed and then sent through a time-domain On-Off RF switch U, (t).
These switches are designed based on the parameters described in the previous section. However,
before reaching the end of the branch, the time-domain manipulated signal is fed to a CRLH LWA
in each branch with N’ unit cells spaced p apart. A schematic of this configuration is presented
in Fig. 8. Mathematically, the radiated signal into the space for this configuration can be obtained

2The typical value of & was reported as a constant at the average value of 0.02 while p was taken to be in the order of a
centimeter (0.01) in [8].

10
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based on the array factor approach of a 2D LWA structure [2] and TMA principle

N N’
R(6, v, t) = Z \/LNS(t) ( Z e‘“(""l)Pef("'—l)kop sin 6 siny—j 27:/1 ﬁlp) Un(t)ej(n—l)kod(sin 6 cos y—sin 6, cos %),
n=1 n’'=1

(18)
where 6 € [0, 7/2] and ¥ € [0, 27]. Also, the wave number is defined as ko = f“ where f; and ¢
denotes the carrier frequency of the input signal and the speed of light, respectlvely The choices of
switches U, () in (13) and (14) will realize the DM functionalities, i.e., preserving the input signal
along 6, and ¢, during transmission and distorting it along any other direction. By utilizing such
switches in (18) for the desired angles 6, and 1, we have

v
R(0o, o, 1) = %«/ﬁ( e r)s ), (19)
p

n’=1

which indicates that the original signal is preserved. In fact, S(¢) is scaled by a gain which is a
function of beamforming, switches’ on-time period, and the LWA characteristics. For the undesired
spatial angles, on the other hand, the received signal is distorted in the time domain as follows

o)

N’

1 ’ Py . . .on

R(e’ w’ t) — _S(t)(z e—zz(n —l)pe](n ~Dkopsin@siny—j Y7L, ﬁlP) Z V(t m,N, t: o Aty, 0, lﬁ) (20)
\/N n’'=1 m=—o0

where

N
V(t, m, N, tfv Atn, 9, ‘//) Z (Sll’l mﬂ"f;’At”) ]Zmﬂfp(t—tf,—At,,/Z))ej(n—l)kod(sinGCOS —sin 6 cos 1//0).

n=1

(21)

In fact, for this architecture the DM functionalities along the both 6 and ¥ angles are realized via
only one set of switches denoted by U, (t).

11
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Fig. 9. Time-modulated parallel feeding with time modulated CRLH LWA.

4.3 Time-modulated parallel feeding with switch-enabled CRLH LWA

This configuration is envisaged based on a combination of the previous two cases. Specifically, as
shown in Fig. 9 the plain LWA in each branch is replaced with a time-modulated LWA introduced

in Section 4.1. The radiated signal into the 2D space for this configuration can be obtained in a
similar fashion to (18) as

R(6,¢,t) = Z S(t)( Z —a(n'_l)pUr'l/(t)ej(n’—l)kopsin9sinl//—j2}1:1ﬂzp)Un(t)ej(n—l)kod(sinHcoszp—sinao cosxﬁg)’

n’'=1
(22)
where 0 € [0, /2] and € [0, 27]. Similar to the previous configuration, the switches U, (t) and
Ur:, () are designed based on the set of solutions in (16) and (17). As a result, for the desired angles
0y and vy, the received signal becomes

R . 1) = 2-(0), (23)
P

while for every other angle the received signal is distorted as

RO, ¢, t) = \/—_S(t) Z V/(t,m, N, £5, Ay, 0,1)) Z V(t,m N, £, Aty 0,9),  (24)

m=—o00 m=—oo

where the V function is given in (21) and V"’ is defined by

sin(mz f, Aty )

mit

N
V/(tm N, £, At 0,0) = )

T2 fy (113, =Dty [2) )ej(n’—l)kod sinOsiny—j L1, fip
n’=1

(25)
For this configuration, one can verify that the DM functionalities are implemented via two set of
switches corresponding to that of the phased array and that of the LWAs.

5 NUMERICAL RESULTS

In this section, we use numerical simulations to characterize the performance of the proposed
secure transmission schemes in Section 4 against the passive and active PHY attacks (see Section 2).

12
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Fig. 10. Simulated BERs of the proposed time-modulated LWA in Section 4.1 with the corresponding input
modes for the tunable unit cells.

We begin with the time-modulated CRLH LWA proposed in section 4.1 where the number of unit
cells and the period is set to N’ = 10 and p = 0.012 m, respectively. The input signal is considered
to be an OFDM signal with K = 16 subcarriers, carrier frequency f; = 4.9 GHz, Af = 15 KHz, and
QPSK modulation is used at each subcarrier to map the bits into complex symbols. Fig. 10 illustrates
the BER simulations across the 1D space as a function of the angle between the Rx and Tx under
the assumption of perfect synchronization and AWGN channel at an SNR of E, /Ny = 8 dB. These
assumptions make the current analysis a best-case scenario for the adversary as these may not be
totally realizable depending on the underlying physical circumstances for adversary, which would
subsequently deteriorate its decoding performance. Here E,/Nj is measured along the desired
secure communication direction, and the noise power is assumed identical along every direction.
Two choices of E;, /Ny are equivalent to different distances between transmitter and receivers that
include the legitimate one along the desired angle and potential eavesdroppers along all other
directions. Fig. 10 shows that by tuning the constituent unit cells based on the input modes described
in Section 3.1, the time-modulated LWA radiates the signal in a certain desired angle for which low
BERs are achievable as the received signal is interference free. By deviating from this angle, on
the other hand, the received signal is more and more corrupted which precludes a receiver from
achieving decoding performances with high reliability.

Next, we consider a scenario where Tx, Rx and adversary are placed in a 2D space where Tx
utilizes the proposed configurations proposed in Sections 4.2 and 4.3 for transmission. We first
investigate the performance of the passive eavesdropping assuming the OFDM signal is being
transmitted. Here, the OFDM carrier frequency is set to fy = 4.9 GHz and a tunable LWA, as
described in Section 3.1, is used at each branch to enable beam scanning at a fixed frequency. The
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Fig. 11. BER performance of a receiver in 2D space when Tx is using time-modulated parallel feeding with
plain CRLH LWA proposed in Section 4.2 for transmission. N = 10, N’ = 10.
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Fig. 12. BER performance of a receiver in 2D space when Tx is using time-modulated parallel feeding with
plain CRLH LWA proposed in Section 4.2 for transmission. N = 10, N’ =20.

desired angles are set to 6, = 40° and 1y = 186°. For the switches in each branch and the switches
between unit cells, we have used identical on-time duration of At, /T, = 1/N and Aty /T, = 1/ N,
respectively, where T, is set to be T,. The BER-based decoding performances are reported as a
function of a receiver’s spatial angles w.r.t. the Tx, and E, /Ny = 8 dB which is computed in a similar
fashion to the case of Fig. 10. We present the results for the configuration Time-modulated parallel
feeding with plain CRLH LWA in Figs. 11 and 12, which results in a 2D directional modulation
scheme. By comparing Figs. 11 and 12, it is shown that the number of unit cells in each branch plays
an important role towards achieving a BER performance with a narrow lobe. Moreover, Figs. 13 and
14 present the results obtained from the time-modulated parallel feeding with switch-enabled CRLH
LWA configuration. In fact, for the same number of unit cells and branches, one can see that the
latter scheme would result in much narrower BER lobe by employing the proposed time-modulated
LWA:s.
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Fig. 13. Simulated BERs for the decoding performance of a receiver corresponding to the configuration
time-modulated parallel feeding with switch-enabled CRLH LWA proposed in Section 4.3. N = 10, N’ =10.
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Fig. 14. Simulated BERs for the decoding performance of a receiver corresponding to the configuration
time-modulated parallel feeding with switch-enabled CRLH LWA proposed in Section 4.3. N = 10, N = 20.

Next, we investigate the resilience of the proposed configurations against state-of-the-art PHY
spoofing attacks as an instance of the active adversary scenario. To this end, we assume the
adversary is equipped with resources to build a dataset out of the received signals and launch
complicated data-driven attacks based on deep learning algorithms introduced in [21, 22]. These
algorithms are powerful tools for extracting structural information from a given dataset when labels
are not available (unsupervised), or finding a mapping function to the available labels (supervised).
The labels in our case correspond to specific transmission parameters, i.e., subcarrier occupancy
pattern (v), total number of subcarriers (K) and the subcarrier width Af.

For supervised spoofing (SS) attacks, we consider two deep neural networks (DNNs) illustrated
in Fig. 15 for estimating the transmission parameters. The input to each DNN is the concatenation
of the real and imaginary parts corresponding to the samples of a received signal while the output
is set to be estimated transmission parameter(s). Also, the architecture of each DNN is presented in
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Fig. 15. Block diagrams of two DNNs used for estimating transmission parameters by the adversary.

Table 1. Number of neurons in the hidden layers for the DNNs described in Fig. 15.

Hidden layer index | 1 2 3 4
DNN 1 200 | 400 | 400 | 100
DNN 2 400 | 600 | 400 | 100

Table 1. Regarding training, we minimize the l;-loss between the true labels and output of each
DNN using Adam optimizer [15] with a learning rate of 0.0001 for mini-batches of size 100.

The authors in [21] introduce unsupervised spoofing (US) attacks using the VAEs [16] which work
based on the idea of variational inference. In fact, they show that by training a VAE on a dataset of
NC-OFDM signals, important PHY characteristics can be inferred through the analysis of the latent
variables. The basic idea of a US attack is that a DNN (encoder) is capable of capturing information
from the NC-OFDM signals, which can be used by a second DNN (decoder) to reconstruct the signal.
This information is encoded in the fixed number of latent variables. A US attack first identifies
those latent variables which are used by the decoder, and refers to them as informative latent
variables. Then, it is shown in [21] that the number of informative latent variables is related to
the total number of subcarriers K. Furthermore, through the latent traversal technique [7], the
value of an informative latent variable is shown to be related to the amount of power in a certain
subcarrier. As there is zero power associated with an inactive subcarrier, this procedure would lead
to estimation of the subcarrier allocation pattern (v).

In terms of specifics of the attack model, the transmission is assumed to take place over an
NC-OFDM scheme, with Af € {15,30,45,60} KHz and p, € [1, 2], utilizing QPSK modulation
with random subcarrier occupancy pattern using the total number of subcarriers K = 16 and
K = 32, which give rise to 2!® and 23? distinct subcarrier occupancy patterns, respectively. The
adversary overhears the transmissions at a certain spoofing SNR and builds up a dataset out of
the received noisy signals, where 80 complex samples are collected from each signal. The size
of the training and the test dataset is set to 2 X 10 and 25 x 10%, respectively. Fig. 16 illustrates
the spoofing performance for several supervised and unsupervised learning algorithms when the
adversary receives signal from different 6 and i angles. The channel between the Tx and adversary
is assumed to be a multi-path channel with amplitudes {1, 0.8,0.6} and delays {0, 2,4}ps, and a
Rayleigh flat-fading for both the Adversary-Rx and Tx-Rx channels. For the unsupervised cases,
we assume the adversary is utilizing the VAE model to infer the total number of subcarriers and
the corresponding latent variables for each subcarrier via latent traversal. During the test stage, it
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Fig. 16. BER at the Rx associated with the spurious data sent by the adversary. The adversary launches
either a supervised spoofing (SS) or an unsupervised spoofing (US) attack. ‘NC’ refers to spoofing NC-OFDM
signals. Also, the curve labeled as ‘US™ corresponds to the time-modulated parallel feeding with plain CRLH
LWA while the remaining ones relate to time-Modulated parallel feeding with switch-enabled CRLH LWA
architecture.

obtains the corresponding learned representation for a test signal and decides whether a subcarrier
is active or inactive.

Here, we primarily focus on the configuration proposed in Section 4.3, and investigate the
performance of deep learning-based PHY spoofing attacks for the case that N = 10 and N’ = 20.
Fig. 16 demonstrate the BER performance at Rx while decoding the spurious data sent by the
adversary over a long range of SNR for the OFDM and NC-OFDM systems. As mentioned in Section
2, as the adversary’s accuracy in estimating the transmission parameters improves, it can generate
signals whose PHY characteristic is more similar to that of the Tx, and as a result the Rx will
proceed with decoding the spurious data assuming the received signal is legitimate. Therefore,
higher BERs here correspond to a transmission scheme which is more secure against PHY spoofing.
For example, for the case of OFDM transmission the BER hits very small values as OFDM signals
are particularly susceptible to PHY spoofing attacks. Firstly, we observe that for the case of OFDM
signals, illustrated by dark blue curve, the adversary is able to infer the true transmission parameters,
which results in the same BER performance as the baseline OFDM transmission. For the case of
NC-OFDM systems, when the adversary receives signals at angles where signals are distorted in
comparison to the desired angles, the corresponding PHY spoofing attack deteriorates. The 6 and
¥ angles corresponding to the adversary’s location with respect to the Tx are denoted by ¥4 and
04 here, respectively. Higher amounts of perturbance from the desired angle, is particularly shown
to exacerbate the adversary’s performance. Notably, we have observed that when the receiving
angles, ¥4 and 04, have more than 7 degrees difference from the desired angles, ¢y and 6y, the BER
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at the Rx is close to 0.5 which indicates the complete failure of such attacks. For smaller levels of
degree differences, Fig. 16 demonstrates that the sophisticated deep learning-based spoofing attacks
are affected at different levels by the proposed Tx architecture. Specifically, deviation from the
desired received angles has much more detrimental effects on the performance of the US attack in
comparison to the supervised one. This can be associated with the fact that unsupervised spoofing
relies heavily on the structure of the received signals to find the subcarrier occupancy pattern.
When the received signals are distorted due to the directional modulation functionality at the
undesired angles, the resulting US spoofing performance is also substantially deteriorated. On
the other hand, SS attacks show more resiliency against the variation from the desired received
angles, although they rely on true labels for training which might not be easy to acquire for a
malicious party in a real-world setting. Finally, Fig. 16 illustrates the US performance corresponding
to the time-modulated parallel feeding with plain CRLH LWA architecture via the curve labeled as
‘US™. 1t is observed that this architecture has inferior security capabilities in comparison to the
time-modulated parallel feeding with switch-enabled CRLH LWA structure proposed in Section 4.3.

6 CONCLUSIONS

We have proposed transmission architectures to enhance the physical layer security through the
utilization of MTM-LWAs. Specifically, in the proposed configurations, the DM functionalities of
the TMAs are realized in 1-D and 2-D spaces through the MTM-LWAs which have much lower
complexity in comparison to the classic alternatives like phased arrays. Furthermore, we have
investigated the resilience of these architectures against passive eavesdropping and active PHY
spoofing attacks. For the former case, the TMAs with OFDM signals are considered while NC-OFDM
transmission is employed for the latter scenario. In particular, we have assumed the adversary
has access to state-of-the-art deep learning tools for PHY spoofing. We have shown as part of the
numerical results that the proposed transmission schemes substantially enhance the physical layer
security through the generation of highly directive beams which cause substantial interference to
the adversary’s received signal even with small perturbation w.r.t. the desired angles.
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